This paper presents a modeling framework that permits to describe in an integrated manner the structure of the critical system to analyze, by using an enriched fault tree, the dysfunctional behavior of its components, by means of Markov processes, and the reconfiguration strategies that have been planned to ensure safety and availability, with Moore machines. This framework has been developed from BDMP (Boolean logic Driven Markov Processes), a previous framework for dynamic repairable systems. First, the contribution is motivated by pinpointing the limitations of BDMP to model complex reconfiguration strategies and the failures of the control of these strategies. The syntax and semantics of GBDMP (Generalized Boolean logic Driven Markov Processes) are then formally defined; in particular, an algorithm to analyze the dynamic behavior of a GBDMP model is developed. The modeling capabilities of this framework are illustrated on three representative examples. Last, qualitative and quantitative analysis of GDBMP models highlight the benefits of the approach.
Generalized Boolean logic Driven Markov Processes: a powerful modeling framework for Model-Based Safety Analysis of dynamic repairable and reconfigurable systems
The outline of the paper is the following. erally, if κ(g) = k then g is a k/n gate;
110
• te ∈ G is the top event of F ;
111
• T ⊆ (N\{te}) × (N\{te}) is a set of triggers;
112
• P is a set of Triggered Markov Processes (TMP) 
Example of BDMP

124
A BDMP model is depicted in Figure 1 . The set 125 of gates in the fault tree is G = {G1, G2, G3} with 126 κ(G1) = 2; κ(G2) = κ(G3) = 1. The set of leaves is 127 L = {C1, C2, C3}. One trigger is introduced (dashed
128
arrow from G2 to G3); this trigger means that when the 129 output of G2 is T rue (resp. False) the part of the system 130 related to G3 (C2 or C3) is required (resp. not required). TMP associated to every leaf 1 It is possible to associate different types of TMP, with always two Markov chains, to the leaves [11] . The transition from S to F1 is removed if it is assumed that the component cannot fail in standby mode, for instance. Furthermore, failure on-demand can be easily modeled by replacing the transition from S to W by two transitions: one from S to F1 with a probability p (failure probability) and the other one from S to W with a probability 1 − p. Nevertheless, only one type will be considered here for brevity reasons.
Reconfiguration modeling
158
The concept of trigger that is introduced by the 159 BDMP framework is a first attempt to model recon- 
215
• V = N∪S = G∪L∪S is a set of vertices partitioned 216 into the nodes (i.e. the gates and the leaves) and 217 the switches.
218
• E = E F ∪ E S is a set of oriented edges, such that
220
• κ : G → N * is a function that determines the gates 221 kind (just as with BDMP);
222
• υ : E → N is a function that associates an integer 223 label to each edge;
224
• str : S → M is a function that associates a Moore 225 machine (a strategy) to each switch;
226
• smp : C → P is a function that associates a SMP 227 to each component. that is in charge of reconfiguration.
240
Two directed graphs can be defined in the structure of and outputs of switches.
255
For every vertex of these two graphs, it is possible to 256 define:
257
• the sets of its downstream and upstream vertices:
• its indegree and outdegree (G can be replaced by 
320
When a k-SMP is associated to a leaf, it is said that 321 the dimension of this leaf is equal to k. For each node (leaf or gate) n ∈ N of the fault tree,
329
three status variables must be defined:
represents the failure status of the node (F n =
332
T rue ⇔ n is faulty);
333
• R n : a binary variable (R n ∈ {0, 1}) that represents 334 the requirement status of the node (R n = 1 ⇔ n is 335 required to perform the service);
336
• M n : a positive integer variable (M n ∈ N) that repre-
337
sents the activation status of the node (M n = k ⇔ n 338 is in the operation mode number k).
339
The failure statuses are determined as follows:
340
• For a leaf l ∈ L, F l is T rue when the active state of the SMP associated to this leaf (denoted X l ) is a faulty state.
• For a gate g ∈ G, F g is T rue when the number of its sons that are either faulty or non-required is greater than κ(g).
In the example of Figure 2 , the failure statuses of the 341 leaf C1 and the gates G1 and G2, for instance, are re-342 spectively obtained as follows:
343 3 A TMP can be seen as a 2-SMP.
5
•
When a node is not connected to any switch output,
347
it is always required (R n = 1). Else, its requirement 
351
The activation status of a node n is computed with Eq. (3): •
O is the output function. 
423
The formula that describes how the requirement status of a node n is updated can now be given: 
449
Property 1. The number of sons of a gate must be compatible with its type:
This property means that a k-out-of-n gate must have 450 at least k sons.
451
Property 2. A node (gate or leaf of the fault tree) cannot be connected to several outputs of switches: 
Property 3. If a switch owns a inputs and b outputs, these inputs (outputs) must be numbered from 0 to a − 1 (0 to b − 1).
Property 4. The input (output) alphabet of the Moore machine that describes the behavior of a switch must be consistent with the inputs (outputs) of this switch:
459 where In(s, i) denotes the node n such that:
Finally, a global property of the graph G is stated by
462
Property 5. The role of this property will be discussed 463 at section 4.3.
464
Property 5. There is no circuit of G F ∪ G S which contains a path of G F (G S designates the graph G S whose edges have been reversed):
∀(x, y) ∈ N 2 , there is a path from x to y in G F =⇒ there is no circuit through x and y in G F ∪ G S . 
Examples
576
The aim of this section is to show the modeling capa- 
Algorithm 1 Discrete Event Simulation of a GBDMP model
Require:
• < V, E, κ, υ, str, smp > a well-formed GBDMP model (cf. Definitions 2, 3, 4 and Rules 1, 2, 3, 4 and 5).
• σ = [e 1 , ..., e k ] a sequence of spontaneous events. Ensure: A possible evolution of the GBDMP model. ∀n ∈ N|Level(n) = l: to initialize R n 8:
lev := lev − 1 9: end while 10: while lev ≤ lev max do
11:
∀n ∈ N|Level(n) = l: to initialize M n 12:
lev := lev + 1 13: end while 14: ∀l ∈ L: to initialize X l using p0 
isS The two strategies will be modeled by different 619 Moore machines that will be described in what follows. The SMP associated to the leaves C1a to C2b is a 638 classical 2-SMP and that associated to D1 and D2 is a and S 2 are given at figure 9. These machines model 648 the two reconfiguration strategies previously described.
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649
The elements of the input alphabet of M2 (M3) are com- and must be replaced by C1c (transition from q 0 to q 2 ). 
The results of a similar analysis with the tool SAGE
674
for the second group of components is given at Table 2 .
675
The sequence is • O f f . The pump is inactive (in standby mode). It 694 cannot fail but can be repaired with a repair rate µ.
695
• On. The pump is in its normal operation mode. It
696
can fail with a failure rate λ and be repaired with a 697 repair rate µ.
698
• Over. The pump is in an overspeed operation 699 mode. It can fail with a greater failure rate 4λ and 700 be repaired with the same repair rate µ. 
Modeling
707
The GBDMP of this example is given at Figure 11 . In 708 the structure view (Figure 11 a) , the edges which con- when G2 is required and not G3, P1 and P2 are in mode
714
On, whereas when G3 is required (whatever the value 715 of the requirement status of G2) they are in mode Over.
716
Indeed, according to Eq. (3):
In the 3-SMP Pu associated to every leaf (Figure 11 b operation modes can easily be considered into a GB-
738
DMP model. Table 3 : Behavior of the model for a scenario that involves P1 and P2 sequence 0
739
False False T rue False False at the phase change (transition from ?S C to S C 1 ).
769
In the structure view (Figure 13 a) Table 4 : Behavior of the model for a scenario that involves V1 and the phase selector sequence 0
False False T rue False
This example has showed that components with sev- Table 5 5 .
841
First, this have failed in active or standby mode or on demand).
849
The fourth MCS is also easy understandable: the sys- therefore is not able to resume the service from B to A.
858
A similar reasoning can be made for the sixth sequence. prototype tool, too.
914
The treatment of representative examples has shown
